Checkmk Monitoring & Troubleshooting Lab

Hack Manhattan | Session date: November 1, 2026 | Host investigated: donatello

Prepared as a hands-on lab record and draft for administrator review. No monitoring or Docker configuration changes were
performed during this investigation.

Executive summary

Reviewed a Checkmk installation monitoring six hosts and 191 services. The donatello host was UP, but its Check_MK
Discovery service initially reported CRITICAL with 30 vanished services, six vanished host labels, and “[Errno 113] No route
to host.” Read-only SSH, Linux, agent, Checkmk connection and Docker networking checks subsequently showed
successful agent data retrieval from the monitoring server. The Discovery service later changed to WARNING, reporting
one unmonitored interface (Interface 7), identified on the host as docker0. The original connectivity failure was not
reproduced and its root cause remains undetermined.

Scope & environment

Monitoring platform Checkmk; local site CheckMKSite

Monitored environment 6 hosts; 191 services at the time of the screenshots

Target host donatello — Debian GNU/Linux 13; agent/controller
2.5.0p6

Observed IPv4 address 192.168.42.182

Access / tools Checkmk Web Ul, Git Bash SSH, systemctl, ss,
cmk-agent-ctl, ip, docker

Investigation approach Read-only verification; no changes activated or services
reconfigured

Alert timeline and verified findings

Initial state Host UP; Check_MK Discovery CRITICAL. Discovery
output showed 30 vanished services, six vanished labels
and “No route to host.”

Linux verification SSH key login succeeded. Hostname and address
matched donatello / 192.168.42.182. Uptime was
approximately 1 hour 22 minutes when checked.

Agent inspection check-mk-agent.socket active; TCP *:6556 listening.
Controller reported agent socket operational, legacy mode
enabled and no registered connections.

Agent data sudo cmk-agent-ctl dump generated expected agent
sections. “Broken pipe” arose after output was truncated
with head; this does not establish agent failure.

Server-side test Checkmk Test agent connection successfully pinged
192.168.42.182 (2/2 packets, 0% loss) and returned agent
data.

Later state Check_MK Discovery changed to WARN, with “Services

unmonitored: 1 (Inx_if: 1)” and “Interface 7.” The
Check_MK Agent TLS warning remained.

Interpretation

The initial “No route to host” indicates failure to communicate during an earlier discovery attempt, but the successful
subsequent server-side ping and agent retrieval show that this path was working when retested. The host had restarted
earlier that day; a causal link between reboot and recovery has not been established. The Agent warning is consistent with
legacy/non-TLS operation, but it should not be treated as the demonstrated cause of the earlier routing error.
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Docker interface investigation

The Linux command ip -o link show identified interface index 7 as docker0, administratively UP but operationally DOWN /
NO-CARRIER. A running Flamenco-related container was found. Docker listed an app_network overlay network and
docker_gwbridge. Container inspection showed the Flamenco container attached to app_network, not the default bridge.
Thus docker0 may legitimately lack an active attachment; its unmonitored status is a discovery-policy question, not
evidence by itself of a failed production network.

Open issues and recommendations
+ Confirm with Stephen whether docker0 should be monitored or excluded from service discovery. Do not automatically
accept or suppress the interface without reviewing intended Docker usage.

» Review Checkmk Agent legacy-mode/TLS registration policy and whether the current WARN is intentional; plan any
security changes with the administrator.

« If the earlier communication error recurs, correlate check timestamps with host reboot and network events, DNS
resolution, firewall/routing state, and agent logs from both host and monitoring server.

« Validate any new Checkmk discovery configuration in an approved change window; retain the before/after observations
and screenshots.

Outcome and limits

Remote Checkmk-to-agent connectivity was confirmed at the time of testing, and the CRITICAL discovery alert later cleared
to WARNING. No root cause for the historical outage was proven. No change was made to the Checkmk configuration,
Docker network, or host services. This report should be reviewed for internal infrastructure details before wiki publication.

Evidence appendix — screenshots

The following screenshots were supplied during the lab and are ordered to follow the investigation. Terminal captures may
contain internal hostnames, private addresses and infrastructure details; review before public sharing.
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Figure 2. Host overview; donatello has CRITICAL discovery alert.
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Figure 4. SSH login, hostname, network addresses and uptime.
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€} chengwei@donatello:

o
3024226ssh"': command not found

h chengweiedonatella
§'4302\226ssh’: command not found

§ ssh chengweigdonatello
Linux donatello 6.12.96+debl3-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.12.96-1 (2026-07-20) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
i Files in /usr/share/doc/*/copyright.

/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
applicable law.
login: Sun Oct 25 20:11:23 2026 from 192.168.43.239
chengwei@donate $ hostname
hostname -I

17.0.1
oad average: 0.02, 0.07, 0.05
status check-mk-agent.socket --no-pager
agent. socket - Local Checkmk agent socket
loaded (/usr/1ib/systemd/system/check-mk-agent.socket; enabled; preset: enabled)
ive (listenming) since Sun 2026-11-01 18:41:21 UTC; 1h 26min ago
Invocation: 3e3e83e3540c40cdh97efFFE1c651650
Docs: https://docs. checkmk. com/latest/en/agent_Tinux. html
Listen: /run/check-mk-agent.socket (Stream)
86; Connecte

0(
y: 0B (peak: 256K)

tn | grep 6556
*:6556 "y
chengwei@donatello:~§ curl --max-time 5 -s5 telnet://127.0.0.1:6556 | head -n 20
curl: (28) Time-out
chengwei@donateTlo:~$ |

212PM
L Type here to search 2 A G DB NG s

Figure 5. Agent socket status, port 6556 and local TCP timeout.

€ chengwei@donatello:

ERROR [cmk_agent_ct1] Failed to run as user 'cmk-agent’. Please exccute with sufficient permissions (maybe try "sudo’).
Caused by:
0: Failed to set supplementary group id 989 corresponding to user cmk-agent
1: EPERM: Operation not permitted
chengwei@donatello:~§ sudo -1
[sudo] password for chengwei:
Matching Defaults entries for chengwei on donatello:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\: /usr/Tocal/bin\: /usr/sbin\:/usr/bin\:/sbin\:/bin, use pty

User chengwei may run the following commands on donate
(root) ALL
chengwei@donatello:~§ sudo cmk-agent-ct] status
Version: 2.5.0p6
Agent socket: operational
1P allowlist: any
Legacy mode: enabled
No connections
dump | head -n 25

AgentDirectory:
DataDirectory /1ib/check_mk_agent
SpoolDirectory: /var/1ib/check_mk_agent/spool
PluginsDirector, usr/1ib/check_mk_agent/plugins
Localbirectory: /usr/Tib/check_mk_agent/Tocal
05Type: Tinux
0SName: Debian GNU/Linux
osversion: 13
osPlatform: debian
FailedPythonReason:
SSHC1ient:
1_status:sep(0)>>>
2.5.0p6","agent_socket_operational” :true,"ip_allowlist 1":true, "connections”

<<<checkmk_agent. s_Tnx:sep(0)
pluginsdir Jusr/1 _mk_agent/plugins

caldir /usr/Tib/check_mk_agent/local

tmpfs 1630620 2136 1628484
dev/mapper/donatelTo--vg-root  extd 56983404 2362612 51693792
tmpfs tmpfs 8153092 0 8153092
ERROR [cmk_agent_ct1] Error writing monitoring data to stdout.

Caused by:
Broken pipe (os error 32)
chengwei@donatello:~$ |

336 PM
® © Type here to search 2 NG 11/1/2026 %

Figure 6. Agent status, agent data and Linux interface observations.
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Figure 7. Host properties; IPv4 left at default/empty.

Setup > Hi Main > Properties of host donatello > Test conn on to host donatelio

~ Welcome to Checkmk
Test connection to host donatello .

2/6 Topics explored
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» Host name
PING 192.168.42.182 (192.168.42.182) 5l
donsikio 64 bytes from 192.168.42.18.
|Pv4 address 64 bytes from 192.168.42.18

* SNMPV1/2 community --- 192.168.42.182 ping statistics --—-
Setup SNMPv3 credentials 2 packets transmitted, 2 received, 8% packet loss, time 2ms
rtt min/avg/max/mdev - 8.158/8.193/8.229/8.835 ms, ipg/ewma 2.067/8.220 ms
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Figure 8. Checkmk server-side ping and agent connection test succeeded.
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Monitor > Overview > All hosts > donatello > Services of host > Service
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Figure 10. Later Discovery WARNING: Interface 7 unmonitored.
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